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Abstract—With the extensive use of Wi-Fi network, the fake AP attack has become a serious security issue to the Wi-Fi user. In this paper, 
the security threats for using the fake AP attack to spoof Wi-Fi users are analyzed and discussed. The experimental results show using the 
fake AP attack with DoS and MITM attack at the same time give the attacker’s ability to sniff, capture, and analysis victim traffic. Also, some 
countermeasures of alleviation effect this attack is mentioned. 

Index Terms— Fake AP; MITM Attack; DoS; Wi-Fi   
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1 INTRODUCTION                                                                     
ireless fidelity (Wi-Fi) is considered as one of the most 
popular wireless networks. Many features have been 
defined in the Wi-Fi network such as flexibility, 

productivity, mobility, deployment, expandability, and low 
cost [1]. Accordingly, the Wi-Fi network has been adopted in 
many wireless applications such as smartphones, laptops, 
smart watches, and appliances used with the Internet of 
Things (IoT) technology [1, 2]. Despite the Wi-Fi network has 
many advantages, there is hindrance restrict from using the 
Wi-Fi network in the practical applications such as low-
security level [3, 4]. The low-security level is considered as the 
essential obstacle that restricts the Wi-Fi network due to the 
nature of the channel (i.e. Air) used for transmitting and re-
ceiving the Wi-Fi signal between the users and the access 
point (AP) [5].  Hence, this allows for some attacker to eaves-
drop, sniff, interrupt and capture transmitting and receiving 
packets [1]. Therefore, there are considerable security levels 
using to protect the Wi-Fi network such as Wired Equivalent 
Privacy (WEP) [3], Wi-Fi Protected Access (WPA I & WPA II) 
[6], Hidden Service Set Identifier (SSID) [7], and Media Access 
Control (MAC) filter [4]. These levels protect the Wi-Fi net-
work from access unauthorized users depending on different 
authentication and encryption mechanisms. 

However, all these levels cannot protect the Wi-Fi network 
from the unauthorized installation of the AP by the attackers. 
This installation process is called the fake AP Attack [8]. Dur-
ing this process a malicious attacker eavesdrops on the target 
Wi-Fi network and captures a probe request frame which con-
tain all the necessary information required to access the users 
with the Wi-Fi network such as (SSID broadcasting, MAC ad-
dresses, and channel number) to set up the fake AP with fea-
tures identical to the licensed AP. The fake AP will fool all 
users in the Wi-Fi network for enforcing them accessing the 
network via the fake AP. After that the attacker becomes able 
to use different attack methods to listen, capture, and analysis 
all the network traffic and hijack all special information. 

In this paper, the experiments conducted to evaluate the 
risks of the fake AP attack. The security threats which could be 
utilized by the attackers depending on integrating this attack 
with DoS and MITM attack have been presented. Also, one of 

the major contributions is the countermeasures of mitigation 
effect this attack has been mentioned.  

This paper is organized as follows. Section 2 discusses the 
different type of Wi-Fi Attack. The attack scenario described in 
section 3. The experimental procedures of eavesdropping, cap-
turing, and analyzing legitimate data traffic are presented in 
section 4. Section 5 mentions the countermeasures proposed to 
alleviate the attack. Finally, section 5 concludes the paper. 

2 SECURITY ISSUES  
2.1 Fake Access Point Attack 
The fake AP attack is a bogus AP simulate the licensed AP [1]. 
Before starting this attack beacon frame must be sniffed and 
analyzed by the attacker. The beacon frame is a packet sent by 
licensed AP periodically, which contains all the necessary in-
formation to connect users with the Wi-Fi network such as: 
SSID, MAC address, channel number, data rate, and signal 
strength [9]. Figure 1 shows the structure of the beacon frame. 
After getting this information the attacker sets up a fake AP in 
the vicinity of the target Wi-Fi network and broadcast signal 
identical to the target Wi-Fi network. The main difference be-
tween signal broadcasting by the licensed AP and the fake AP 
is a signal strength where the fake AP increase amount of 
transmitted power to ensure coverage large distance [9]. The 
licensed AP may be used security levels, such as WEP, WPA I, 
or WPA II to protect the Wi-Fi network. There are many re-
search shows how can cracking these security levels and 
knowing the real password [3, 5, 10]. The attacker used one of 
these studies to extract Wi-Fi protected key and re-used it to 
protect the signal broadcasting by the fake AP. After that the 
attacker enforced victim connect to the fake Wi-Fi signal via 
the fake AP, that performed by spoof the licensed AP and the 
victim by sending disassociation and de-authentication re-
quest from the attacker for limited time telling them that the 
victim will leave the Wi-Fi network. Then, the victim starts 
scanning the coverage area trying find a probe carrying bea-
con frame have the same features of the original Wi-Fi signal. 
At this time, the victim will find two identical signal broad-
casting in his coverage area: one from the licensed AP and the 
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other from the fake AP. The victim will connect automatically 
to signal that have the maximum signal strength. When the 
victim connects to the fake AP, the traffic of data will pass 
through the attacker device. Figure 2 explains the procedures 
of the fake AP attack. 

 
Fig. 1. Beacon frame structure. 

 
Fig. 2. Mechanism of the fake AP attack. 

2.2 Man In The Middel (MITM) Attack 
After setting up the fake AP and enforced victim connect to it 
as explained in the previous sections, the attacker start apply-
ing MITM attack to intercept data between the victims and the 
fake AP for further malicious and harmful actions [8]. In the 
Wi-Fi network, MITM attack occurs when the main route of 
data transmission between the victims and the Internet is via 
attacker device. The MITM attack rough victims and illusion 
them that their connection is still secure and private while the 
attacker has the ability to eavesdrop, manipulate, inject, and 
analyze the data traffic between licensed AP and the victims 
[11]. After successful MITM attack the sensitive information of 
victims such as E-mail, accounts, password, credit card num-
ber and other important information that not protected by 
security protocols will be available to the attacker by using 
many tools such as [9]: Ethercap, Wireshark, Cain and Able, 
etc. Figure 3 shows the general method for implementing this 
attack.  

 

 
Fig. 3. Mechanism of MITM attack. 

2.3 Denail of Service Attack 
A Denial of Service (DoS) attack is a security threat that hap-
pens when an attacker takes place in the Wi-Fi network cover-
age area and injects it with many different forged packets [12]. 
Attackers use this attack for two purposes: the first one, re-
strict usage the Wi-Fi bandwidth and prevent the licensed us-
ers from communicating with the licensed AP or between 
them in order to paralyze or reduce the performance the Wi-Fi 
network [9]. In this attack, the attacker jamming the target Wi-
Fi network through flooding it with fake packets. The fake 
packets are injected via the attacker device with high signal 
strength. The second one, prevents victim from accessing the 
target Wi-Fi network through terminates data transfer be-
tween victim and licensed AP by transmitting forged disasso-
ciation or de-authentication packets. After that, the victim 
sends a probe request to re-establish a new connection with 
the licensed AP, other disassociation or de-authentication 
packets from the attacker would break new connection instan-
taneously, the amount of data transfer per time drop to zero. 
This process continues consequently until attacker finish 
transmit de-authentication packets. Figure 4 shows the analy-
sis of terminating victim connection by sending de-
authentication packets. The risk of DoS attack is very danger-
ous and cannot mitigate effect it by using any types of encryp-
tion and authentication mechanism because the attacker does 
not require to be connected with the Wi-Fi network [12]. 
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Fig. 4. The analysis of DoS attack. 

 

3 ATTACK SESCRIPTION DESCRIPTION 
In this practical assessment, the proposed scenario depends on 
configuration fake AP used to spoof users and enforced them 
connect with it. Figure 5 illustrates the environment of our 
experiment. The attack machine provided with three network 
interface cards (NIC), two of them wireless type and the other 
one is Ethernet. The type of wireless card is an ALFA 
(AWUS036NHA) compatible to IEEE802.11 b/g/n and work 
with max connection rate 150 Mbps. The first ALFA card used 
to scan circumference in order to select the target AP and 
gather important information about it. Also used to imple-
ment a DoS attack for disconnect the victims from the target 
AP.  The second ALFA card used as a fake AP which broad-
cast a fake signal and capture the victim's packets. At this time 
the Ethernet card will provide the fake AP internet service. 
The requirements and specifications of this experiment are 
demonstrated in the following: 

 
1) Hardware: Laptop 

TABLE 1. LAPTOP SPECIFICATION 

Table Head Table Column Head 
Operating system Kali-Linux  

Manufacturer  Lenovo 

Model B50 

Table Head Table Column Head 
Processor  Intel(R) core(TM) i7-5500U CPU 

@2.40GHz (4CPUs), ~2.4GHz 
RAM 6144MB  

• Two USB Wi-Fi adapter: ALFA, Atheros AR9271, 
IEEE 802.11b/g/n, long range USB adapter, model 
AWUS036NHA. 

• Ethernet card with internet connection manufacturer: 
Realtek PCIe GBE Family Controller. 

2) Software: Kali-Linux based OS with the set up the follow-
ing tools: 

• Mana-toolkit: used to make a fake AP and capturing 
client information. 

• Airodump-ng: this tool used to serve the coverage ar-
ea 

• Airplay-ng: used for cutting and prevent the connec-
tion between the victim and target AP. 

 
Fig. 5. The proposed pexperiment environment. 

4 PRACTICAL IMPLEMENTATION 
At first, Attacker scans the coverage area for gathering infor-
mation about target network. Figure 6 shows the features of 
the target AP after executing airodump-ng tool in the sur-
rounding area. Table 2 shows the features of target AP after 
gathering and sniffing the beacon frame. 

  
Fig. 6. Gathering information about target AP including the MAC address 
of "Test" AP, channel 7, and the security level. 
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TABLE 2. FEATURES OF TARGET AP 

Feature Description  

SSID  
"Test" 

MAC Ad-
dress D0:35:94:58:45:7B 

channel 7 

After getting the more important parameters of the target AP 
such as SSID and MAC address, and channel number. The 
attacker starts configuring the fake AP with parameter identi-
cal to the target AP using Mana-toolkit and broadcast Wi-Fi 
network signal across ALFA NIC 2 with a large amount of 
power as shown in Figure 7. The main difference between sig-
nal broadcasting from the target AP and the fake AP is the 
encryption type. The fake AP configured without encryption 
in order to make the association and authentication process for 
connecting victim with it easily. 

 
Fig. 7. Setting the main parameter of the fake AP. 

If any user starts a new connection session already will con-
nect to the fake AP. In some cases, users may be connected 
previously with target AP, in this case the attacker must en-
force them to connect to the fake AP by using DoS attack. The 
DoS attack uses the first ALFA card to disconnect the clients 
from the target AP through injection unlimited numbers of de-
authentication packets as shown in Figure 8. Once the target 
AP received the de-authentication packets it will work on dis-
connect and reject victims. After that victim will start scanning 
process to fine bacon frame of desired Wi-Fi signal.  At this 
time there are two signals have the same features broadcasting 
in the coverage area. The victim will connect automatically to 
the fake signal because it will have high signal strength. Figure 
9 shows the victim (android client) after applying Dos attack 
and connected with the fake one. 

 
Fig. 8. DOS attck against the clint and the target "Test" AP 

 

 
Fig. 9. The client during DoS attack and MITM attack. 

Figure 10 shows, spoofing victims and connecting them with the fake AP 
using the mana-toolkit. 
 

 
Fig. 10. The mana- toolkit operation. 

 
The fake AP will provide internet connection to victim via 
Ethernet card to ensure stay connected with the fake AP. Now 
all victim traffic will pass through the fake AP device. 
Wireshark program will use to capture and analyze victim 
data to hijacking important data as shown in Figure 11. 
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Fig. 11. The execution of Wireshark program. 

 

5 COUNTERMEASURES FOR ALLEVIATION THE FAKE AP 
ATTACK  

As shown in the previous section all Wi-Fi network users are 
exposed to security threats such as hijack their important and 
special information as no Wi-Fi network is fully secured. 
Therefore, The Wi-Fi network users and administrators must 
be more careful against the fake AP attack.  There are practical 
countermeasures can be used to mitigate risks of this type of 
attack: 

a) Activate hidden SSID in licensed AP. The first step to at-
tack Wi-Fi network and create a fake AP is knowing the 
real name of Wi-Fi signal. Hence, hidden signal name will 
increase obstacle against the attacker. 

b) Disable the automatic connection option. This option used 
by user to connect network device automatically with an 
available Wi-Fi network. Disable this option will prevent 
users from connecting to the fake AP after executing the 
DoS attack. 

c) Control the broadcast signal strength. This is to prevent 
an attacker sniffing and capturing the properties of signal 
broadcasting by licensed AP. 

d) Use Hyper Text Transfer Protocol Secure (HTTPS) to en-
crypted communication between the user's browser and 
the target website. This neglect affects MITM attack. 

e) Monitor the Dynamic Host Configuration Protocol 
(DHCP) work. When the fake AP attack successful, vic-
tims will receive IP address different from the range given 
by licensed AP.  Changing IP address makes the user 
know that he has been attacked. 

6 CONCLUTION 
In this paper, the risks of the fake AP attack on Wi-Fi networks 
investigated practically. The practical result shows that using 
this attack with DoS attack will spoof all Wi-Fi users and en-
forced them connect to the fake AP. In additional, using fake 
AP attack with MITM attack and other tools such as 
Wireshark will make all private user data vulnerable to cap-
ture and analysis. Also, different practical countermeasures 
which can be used to mitigate risks of this type of attack are 
mentioned. 
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